PART IV

Observation Title: (U)Radio Support Of Digital Air Picture 

Observation: (U)Air defense units successfully utilized communications equipment.

Discussion: (U)The fire units had two radios with one dedicated for Handheld Terminal Units (HTU). This allowed the fire units to receive a digital air picture from the Sentinel Radar. They used the other radio to monitor either the battery or platoon net. The supported element's frequency was also input in the radio on a second channel, with the DEW frequency in the cue. The unit was successful in receiving early warning utilizing these redundant means of communication.        

Lesson Learned: 

(U)Develop a digital communications plan prior to deployment and rehearse the plan in order to ensure redundant communications. Reserve individual nets for digital communications only and avoid sharing one radio for both voice and digital communications. 

DTLOMS Implications: 

(U)Training: Units must develop SOPs that ensure redundant means of communication and early warning.

Observation Title: (U)Management Of Forward Area Air Defense (FAAD) Equipment Distribution

Observation: (U)Deployment of the Handheld Terminal Units (HTUs) as a single package rather than deploying them with individual fire units resulted in late digital early warning link-up.   

Discussion: (U)The air defense battery commander consolidated all HTUs on two vehicles for initial entry deployment. One of these two vehicles did not arrive on site until 12 hours after the initial forces arrived.  As a result, five stinger teams had no HTUs to establish digital link-up upon arrival. This lead to a loss of redundant air defense early warning availability.

Lesson Learned: 

(U)Leaders must develop packing and deployment checklists in accordance with the mission. Planning and preparation for movement must ensure that soldiers and their equipment link as early as possible.   

DTLOMS Implications: 

(U)Training: Units must develop and implement quality precombat checks and inspections (PCC/PCI) checklists according to the mission.  Leadership: Leaders must develop packing and deployment checklists in accordance with the mission. 

Universal Joint Task List/Blueprint of the Battlefield: 

TA 4 Command and Control BOS.

Observation Title: (U)Forward Area Air Defense Command, Control, Communications, and Intelligence

Observation: (U)The Battery failed to effectively manage and control FAAD C3I architecture.

Discussion: (U)Numerous connectivity problems existed throughout the operation with FAAD C3I equipment to include Handheld Terminal Unit (HTU) re-link problems, Sentinel frequency management, Sentinel continuous operations planning, and Sentinel to Air Battle Management Operations Center (ABMOC) connectivity. The Sentinel section deployed separate from the platoon. Without the entire Sentinel platoon or communications section available to support the ADA battery, there were few FAAD C3I experts available to deal with these issues. The most knowledgeable individual on FAAD C3I architecture deployed with the battery was the Sentinel section sergeant. The Sentinel section sergeant remained with one Sentinel team instead of locating at the brigade tactical operations center (TOC). This limited the effective management of FAAD C3I issues. This further limited the commander's visibility on FAAD C3I issues and left inexperienced operators at the brigade TOC to deal with complex digital problems.    

Lesson Learned: 

(U)Attached, supporting, or co-located Sentinel radar sections require the section sergeant to operate out of the brigade TOC. The limited availability of 14J personnel at the firing battery level makes it necessary for the section sergeant to integrate with the battery leadership and act as the digital operations advisor to the battery commander in order to ensure proper and reliable connectivity and early warning.

DTLOMS Implications: 

(U)Doctrine:  Air defense doctrine must address the integration of the Sentinel section sergeant into the firing battery staff and define specific duties and responsibilities for the section sergeant as the digital operations manager for the battery commander.

Observation Title: (U)Soldier Knowledge Of Forward Area Air Defense Command Control, Communication

Observation: (U)Platoon level personnel had only a basic understanding of FAAD C3I equipment operations. 

Discussion: (U)Soldiers had a basic understanding of how to operate the FAAD C3I equipment. However, when fire units lost the digital air picture, soldiers were unable to troubleshoot the equipment and reestablish the link in a timely manner. Furthermore, leaders were unable to utilize the full capabilities of the Handheld Terminal Unit (HTU). Leaders did not know how to send unit status reports or verify the link status of subordinate fire units.

Lesson Learned: 

(U)Units need to develop FAAD C3I troubleshooting guides to support fire unit personnel. Leaders at the platoon level require additional training on FAAD C3I equipment in order to maximize use of the equipment  

DTLOMS Implications: 

(U)Leadership: Training: Units must periodically test the communications architecture to ensure digital and voice connectivity.  Units must develop SOPs to ensure methods to obtain, disseminate, and act upon notification and updates of imminent air attack. Units must develop and train troubleshooting procedures to ensure digital connectivity.    

Observation Title: (U)Air And Missile Defense Workstation (AMDWS) Utilization

Observation: (U)The air defense officer (ADO) effectively performed digital terrain analysis for Sentinel radars.

Discussion: (U)During air defense employment planning, the ADA battery commander utilized the AMDWS to conduct a digital terrain analysis for possible Sentinel positions. This allowed the battery commander to accurately determine which positions afforded the best visibility for the attached Sentinel radars without jeopardizing soldiers and equipment during excessive reconnaissance operations. It further facilitated a more rapid emplacement of the Sentinel radars which in turn allowed for immediate digital early warning being broadcast to the fire units. 

Lesson Learned: 

(U)Full utilization of digital materials can greatly benefit the entire force. The battery commander must utilize all of the capabilities provided by the AMDWS and other FAAD C3I equipment in order to effectively support the rest of the force.  Leaders must be knowledgeable on the AMDWS in order to maximize its capabilities.   

DTLOMS Implications: 

(U)None

Observation Title: (U)Air and Missile Defense Workstation (AMDWS) Positioning

Observation: (U)The air defense battery commander effectively positioned the AMDWS to provide third dimension situational awareness to the brigade staff. 

Discussion: (U)The ADA battery commander utilized a Proxima video projector to display the AMDWS air picture on the wall of the brigade tactical operations center (TOC). This provided visibility of air activities to all members of the brigade staff, and greatly enhanced situational awareness and early warning dissemination. 

Lesson Learned: 

(U)The AMDWS generated air picture can greatly enhance the situational awareness of the entire brigade staff if the monitor is positioned or configured to provide maximum visibility of air operations. Leader creativity is essential to maximizing system capabilities and can greatly benefit the entire organization. When a Proxima video projector is not available, the ADO should position the AMDWS to display the AMDWS air picture. 

DTLOMS Implications: 

(U)Leadership: Leaders need to search for creative ways to conduct operations to better enhance operations.  

Observation: (U)Failure To Loop Sensors Resulted In The Periodic Loss Of A Digital Air Picture At The Fire Unit Level

Discussion: (U)The unit failed to effectively loop the Sentinel and Forward Area Air Defense Command, Control, Communications, and Intelligence (FAAD C3I) data link architecture. This forced the unit to utilize data link chaining.  This Sentinel and data link chaining resulted in periods of lost digital communications when individual sensors dropped for maintenance or suffered combat damage. It also required individual fire units to repeatedly reestablish links in order to gain digital early warning.   

Lesson Learned: 

(U)Commanders must develop sound digital architecture plans that determine when to utilize sensor looping capabilities rather than sensor chaining. Leaders, Sentinel personnel, and fire units must have a thorough understanding of the communication architecture established in order to reduce the amount of digital link down time units must develop troubleshooting procedures to implement to correct digital disconnects. FAAD C3I employment skills are perishable. They require frequent and repetitive focus during training.   

DTLOMS Implications: 

(U)Training: Units must develop a routine training plan that stresses digital communications architecture development and FAAD C3I link-up.  Leadership: Leaders must fully understand digital communications architecture and continuously monitor the status of those receiving a digital air picture.   

Observation Title: (U)Handheld Terminal Unit (HTU) Linkup 

Observation: (U)Fire units experienced difficulties in maintaining HTU linkup.

Discussion: (U)Fire units had minimal problems with establishing initial HTU linkup. However, fire unit personnel had difficulties reestablishing the link because they were not aware when Sentinels were down, had no knowledge of the frequencies needed to link to the other Sentinel, and they had no process in place to monitor link status. For example, on one occasion when Sentinel Team One dropped for routine maintenance, the four HTUs linked to that Sentinel had no digital air picture for three hours because they were not aware that they needed to establish a link with Sentinel Team Two.

Lesson Learned: 

(U)Fire units must be aware of the Sentinel section's continuous operation plan, and notified when the ADO or section sergeant schedules routine maintenance. Units must develop HTU troubleshooting procedures for the fire unit to implement when they lose the digital air picture. 

DTLOMS Implications: 

(U)Training: Soldiers require constant refresher training on the HTU in order to maintain proficiency. Leadership: Leaders must develop sound sensor management plans and communicate those plans to the individual fire units. In addition, they must make a deliberate effort to inform fire units of the operational status of radars so that fire units can maintain sufficient situational awareness.   
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