PART II

Observation Title: (U)Early Warning Dissemination

Observation: (U)Air Defense fire unit receipt of early warning contributed to air defense fire units killing opposing force (OPFOR) aircraft. 

Discussion: (U)The air defense officer (ADO) developed an early warning plan to alert air defense fire units and other elements of the Brigade Combat Team (BCT) of imminent OPFOR air attack. The elements of Early Warning provide methods to obtain, disseminate, and act upon notification of imminent air attack. Despite experiencing limited difficulties in obtaining and disseminating early warning, the fire unit's actions produced 37 kills of 42 OPFOR armed recon and air attack presentations.  Receipt of early warning contributed to 35 of the 37 kills.  Air defense fire units destroyed 15 of 18 armed recon flights and 22 of 24 air attack flights. Early warning difficulties may have contributed to the 5 OPFOR aircraft flown but not destroyed.  Failure to alert all fire units and untimely distribution of early warning are characteristics of flights involving the 5 surviving aircraft. The ADO planned to use redundant means to transmit early warning to Air Defense Fire Units. One communications method involved transmission and re-transmissions to the fire units of voice alert cued from the Division Early Warning (DEW) net. The other communications method involved use of the Forward Area Air Defense Command, Control, and Intelligence (FAAD C2I) battlefield functional area to transmit digital information to the fire units for them to receive via the Handheld Terminal Unit (HTU). The ADO planned to transmit early warning to the other elements of the task force via transmission and re-transmission of voice alert cued from the division early warning net. His plan involved receiving the information in his Battery TOC, verbally alerting the BCT battle captain who ensured transmission of the cue over the brigade command net. The ADO did not plan to implement a feedback mechanism to ensure receipt of early warning. The BCT battle captain did not plan or implement a feedback mechanism to ensure receipt of the information by subordinate elements. There was some success in the methods used by the air defense fire units and other elements subordinate to the BCT to receive the early warning. There was also some relative failures in the methods used to receive the early warning. Data collection of 26 armed recon and air attack OPFOR air missions indicate receipt of a change from Air Defense Warning yellow to Air Defense Warning red by all air defense firing units in as little as 2 minutes and as many as 34 minutes. 13 data collection points occur before 13 minutes and 13 data collection points occur after 13 minutes. There were some occasions when fire units did not receive either voice or digital notification of imminent air attack. To operate effectively, units must have digital and/or voice connectivity. Redundant distribution methods are required because of the difficulties in maintaining 100 percent digital or voice connectivity. In the observed configuration, digital connectivity required two separate links. The first link was between the air battle management operations center (ABMOC) and the sentinel radar command and control node (C2 node). The second link was between the C2 node and the HTU. Any break in the communication chain would have prevented receipt of the information at the fire unit level. Of the 26 data collection points, there were some occasions of digital disconnect. By design, radio transmission of early warning required multiple re-transmissions before receipt of the information by some fire units. The most extreme case of required re-transmission observed required the Battery TOC to receive the information from the DEW. The Battery TOC re-broadcast the information over the Battery command net. The platoon command post received the information over the battery command net and re-broadcast the information over the platoon net. Some fire units received the information on the platoon net. It is important to understand that stinger teams audio capability consists solely of the hand-mike in dismounted configurations. Any break or delay in the transmission or re-transmission of the received information may have a significant impact on the fire unit's receipt of the information.   

Lesson Learned: 

(U)The plan implemented by the ADO assumed 100 percent connectivity for receipt of the information he passed. He must implement a feedback mechanism to ensure the fire units receive the information he sends.    Verification of receipt requires development and practice of procedures that confirm receipt of information. Procedures designed to periodically test the battery and platoon nets can be a technique to pass and reinforce critical information and verify communications status. Procedures designed to periodically test the communications of the DEW net with confirmation of all monitoring stations via their battery or platoon net can be a technique to verify the communications status of the DEW.       

DTLOMS Implications: 

(U)Training: Units must periodically test the communications architecture to ensure digital and voice connectivity. Units must develop SOPs to ensure methods to obtain, disseminate, and act upon notification and updates of imminent air attack.  Units must develop and train troubleshooting procedures to ensure digital connectivity.       Doctrine: ADA doctrine must evolve to identify the need to ensure closing the communications loop and confirm receipt of early warning information. Army operations doctrine must evolve to ensure closing the communications loop of early warning information generated by TOCs to subordinate elements. Material: Consider equipment to amplify the radio for Stinger team use.     

Observation Title: (U)Air Defense Early Warning Processing 

Observation: (U)Air defense forces effectively alerted the supported force. 

Discussion: (U)The air defense officer (ADO) developed an early warning plan to alert air defense fire units and other elements of the Brigade Combat Team (BCT) of imminent enemy air attack. The ADO planned to use redundant means to transmit early warning to the supported force. One communication method involved transmission of early warning from individual fire units directly to company level commands. The other communication method involved transmission of early warning over brigade and task force command nets. Although periodic breakdowns in the early warning link did occur, the entire air defense battery aggressively pushed air defense early warning to the supported force, this reduced the effectiveness of Opposing Force air attacks on friendly units during a Combat Training Center (CTC) rotation.

Lesson Learned: 

(U)Air defense planners must develop redundant means of early warning in order to alert the force of imminent air attack. Leaders must be aggressive in order to ensure full dissemination of air attack early warning to all levels of the supported force. 

DTLOMS Implications: 

(U)None

Observation Title: (U)Early Warning For Non-Air Defense Units

Observation: (U)The air defense officer (ADO) developed a plan to send early warning information to non-ADA units on the brigade command net.

Discussion: (U)The ADO planned to transmit early warning to the other elements of the task force via transmission and re-transmission of voice alert cued from the division early warning net. His plan involved receiving the information in his Battery TOC, and then verbally alerting the brigade combat team (BCT) battle captain who ensured transmission of the cue over the brigade command net. The ADO did not plan to implement a feedback mechanism to ensure receipt of early warning. The BCT battle captain did not plan or implement a feedback mechanism to ensure receipt of the information by subordinate elements.  Therefore, no confirmation method was established to verify receipt of early warning by subordinate units.   

Lesson Learned: 

(U)The plan implemented by the ADO assumed 100 percent connectivity for receipt of the information he passed. He must implement a feedback mechanism to ensure receipt of the information he sends. Verification of receipt requires development and practice of procedures that confirm receipt of information.

DTLOMS Implications: 

(U)Training: Brigade and battalion staffs, and air defense officers must develop SOPs for receiving confirmation of air defense warning dissemination, and the subsequent implementation of appropriate active and passive air defense measures.

Observation Title: (U)Communications Checks And Early Warning

Observation: (U)Periodic confirmation of communications links ensures reliable communications when required to disseminate early warning information.   

Discussion: (U)Early warning dissemination requires digital and radio connectivity. Pre-combat checks must include verification of operational communications links. There were occasions that communications links were not operational which caused the air defense battery TOC, platoon command posts or fire units to not receive the broadcasted early warning information. The battery TOC, platoon command posts and air defense fire units need to periodically confirm functioning digital connectivity. If any of the users find interruption in the required digital links they must develop and implement troubleshooting procedures to re-establish the link. Early warning information passed via radios requires multiple operating communications nets. The division early warning net is a monitor only net. Operational battery and platoon nets ensure the capability to pass information received on the division early warning (DEW) net to air defense fire units. There were occasions when users did not receive early warning passed on the division early warning, battery or platoon nets. All users must develop procedures to ensure required radio links remain operational.    

Lesson Learned: 

(U)Pre combat checks must include confirmation of operational digital and radio links. A possible technique is to transmit critical information on a specific net and have all stations that have entered the net to "respond in turn." Air defense officers that plan for subordinate elements to monitor the DEW should coordinate periodic transmissions on the DEW and have all monitoring stations "respond in turn" on the appropriate platoon or battery net. Battery TOCs, platoon command posts, and air defense fire units should develop and implement trouble-shooting procedures to re-link interrupted digital and voice communications. 

DTLOMS Implications: 

(U)Training:  Units need to implement frequent communications checks.  Communications checks need to verify digital and radio connectivity.

Observation Title: (U)Passing of Early Warning

Observation: (U)An audible alarm system was used to alert the brigade support area (BSA)of air attack  

Discussion: (U)Upon notification of air attack, the air defense battery first sergeant utilized an air horn to alert the BSA. Soldiers reacted properly by taking cover and returning small arms fire. However, the air horn could only be heard in a short radius from where it sounded, so most soldiers did not know of the air attack until it was actually happening. This resulted in soldiers being in the open area during the air attack.    

Lesson Learned: 

(U)Any and all means of early warning is essential for combating hostile air attacks. Units need to devise a means of ensuring all soldiers receive early warning of the air attack. Units should develop SOPs for employing the use of visual and audible signals to alert the force of air attack  

DTLOMS Implications: 

(U)Training: Units should develop SOPs for employing the use of visual and audible signals to alert the force of air attack 

Observation Title: (U)Engagements With And Without Early Warning (EW).

Observation: (U)There is a direct relationship between the successful engagements of aircraft and the receipt of early warning.

Discussion: (U)The fire units successfully engaged 37 of 42 armed reconnaissance and attack opposing force (OPFOR) flights. Fire units that received early warning represent 35 of the 37 engagements.  Failure to alert all fire units and untimely dissemination of early warning are characteristics of the flights involving the five surviving OPFOR aircraft. These results are a product of a combat training center (CTC)Focused Rotation. Home station air defense focused training appeared to have significant positive contribution toward successful engagement of OPFOR aircraft.   

Lesson Learned: 

(U)Leaders must ensure that fire units are monitoring all means of EW and prepared for action. Voice communications with the tactical operations center (TOC) must be maintained to ensure fire unit readiness. Home station training must include effective air defense integration to realize success against OPFOR aircraft in CTC rotations and threat aircraft in actual deployments.  

DTLOMS Implications: 

(U)Training:  Unit must ensure procedures for monitoring voice and digital communications are covered in the SOP.  
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